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1. List the steps in order to boot into single-user mode. 
Start deb1 → press e at GRUB → add single after quiet on the linux line → press Ctrl + X → enter root password.  
 
 
2. List the steps to reset a forgotten root password. 
Shut down deb1 → start deb1 → press e at GRUB → replace ro with rw init=/bin/bash → press Ctrl + X → run passwd → from debhost run virsh destroy deb1.  
 

 
3. build software from source code? 
Extract the archive, run ./configure, run make, then run sudo make install.  
 
 
4. commands can you issue to verify that the package was installed? apt list --installed 
apt show <package> 
dpkg-query -s <package>  
 
 
5. remove a package via the apt command. 
Search/confirm the package, run sudo apt remove <package>, then verify it was removed. 
  

 
6. What is the command to list all repositories associated with the apt command? 
sudo less /etc/apt/sources.list  
 
7. What is the Here-Document, and how can it be used in bash scripting? 
A Here-Document lets a script use multiple lines of pre-written text as input until a chosen label is reached. In this lab, it is used to display menu text and messages inside the script.  
 
8. Check disk space usage: 
df -h 
9. Change a regular user’s password as root: passwd <username>
10. Restart the system normally: 
reboot 
11. Show the first 10 running processes: ps -ef | head 
12. Force shut down deb1 from debhost: 
virsh destroy deb1 
13. Change directory to sudo documentation folder: cd /usr/share/doc/sudo 
14. Create a tar archive of the current directory: 
tar cvf ~/archive1.tar . 
15. Compress a tar archive using gzip: 
gzip ~/archive1.tar 
16. Create a compressed tar.gz archive directly: 
tar cvzf ~/archive2.tar.gz . 
17. Create the first extraction folder: mkdir ~/extract1 
18. Change into the first extraction folder: 
cd ~/extract1 
19. Move archive1 into extract1: mv ~/archive1.tar.gz ~/extract1 
20. Uncompress a gzip file: gunzip archive1.tar.gz 
21. Extract a tar archive: tar xvf archive1.tar 
22. Compare two files: diff ~/extract1/README.md /usr/share/doc/sudo/README.md 
23. Create the second extraction folder: 
mkdir ~/extract2 
24. Move archive2 into extract2: 
mv ~/archive2.tar.gz ~/extract2 
25. Change into the second extraction folder: cd ~/extract2 
26. Extract and uncompress a tar.gz archive: 
tar xvzf archive2.tar.gz 
27. Search for elinks package: 
sudo apt search elinks 
28. Show elinks package information: 
sudo apt show elinks 
29. Install elinks: sudo apt install elinks 
30. Open Debian website in elinks: elinks https://debian.org 
31. Remove elinks: sudo apt remove elinks 
32. Change to Downloads directory: cd ~/Downloads 
33. Install local hexchat .deb file: 
sudo apt install ./hexchat*.deb 
34. Search for OBS Studio in Debian repo: apt search obs-studio 
35. Install OBS Studio using Flatpak: sudo flatpak install flathub com.obsproject.Studio 
36. List installed Flatpak apps: sudo flatpak list 
37. Uninstall OBS Studio Flatpak: sudo flatpak uninstall com.obsproject.Studio 
38. Show build-essential package information: sudo apt show build-essential 
39. Install build-essential: sudo apt install build-essential 
40. Extract downloaded source code archive: tar xvzf filename.tar.gz 
41. Run configure script from current directory: 
./configure 
42. Install missing libraries for lbreakout2: sudo apt install zlib1g-dev libpng-dev libsdl1.2-dev 
43. Compile source code: make 
44. Install compiled software: sudo make install 
45. Run lbreakout2: 
lbreakout2 & 
46. Run configure, then make only if configure succeeds: 
./configure && make 
47. Show error message only if configure fails: 
./configure || echo "Houston, we have a problem" 
48. Run configure and make, but show message if either fails: 
./configure && make || echo "Houston, we have a problem" 
49. Display package status information: dpkg-query -s tar wget gnome 
50. Show only package name and dependencies: dpkg-query -s tar wget gnome | sed -n -e '/^Package:/ p' -e '/Depends:/ p' 
51. Show only package name and description: 
dpkg-query -s tar wget gnome | sed -n -e '/^Package:/ p' -e '/^Description:/ p' 
52. Create/edit the packageInfo script: vi ~/bin/packageInfo.bash 
53. Make the packageInfo script executable: chmod u+x ~/bin/packageInfo.bash 
54. Run packageInfo script for gnome: 
sudo ~/bin/packageInfo.bash gnome 
55. Change to bin directory for sign-off: cd ~/bin 
56. Download the Lab 3 check script: wget https://raw.githubusercontent.com/OPS245/debian-labs/main/lab3-check.bash 
57. Give execute permission to the Lab 3 check script: chmod u+x lab3-check.bash 
58. Run the Lab 3 check script: 
sudo ./lab3-check.bash 
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Describe all of the fields in /etc/passwd. 
username:password-placeholder:UID:GID:comment/home-name:home-directory:default-shell 
 
What is the command to create a user, option creates a home directory for that user? 
useradd -m username 
 
What is the command to change the full name of an already-created user? 
usermod -c "Full Name" username 
 
What is the command to delete a user account? What option removes the user’s home directory as well? 
userdel username 
userdel -r username 
 
What is the command to create a group? What is the command or steps to include a user in a newly-created group? groupadd groupname 
usermod -aG groupname username 
 
What is the purpose of /etc/shadow? 
It stores user password information securely, including hashed passwords, and is only accessible by root. 
 
What is the purpose of /etc/skel? 
It is a template directory; its files are copied into a new user’s home directory when the home directory is created. 
 
What does the term target mean? 
A systemd target is a predefined system state, similar to old runlevels. 
 
How to set the target of a Linux system to text-based only? How to set to graphical mode? 
Text-based only: sudo systemctl set-default multi-user.target 
Graphical mode: sudo systemctl set-default graphical.target 
 
What is the command to view the status of running services? 
systemctl status servicename 
 
What is the command to start a service like httpd or sshd? 
sudo systemctl start servicename 
 
What is the command to stop a service like httpd or sshd? 
sudo systemctl stop servicename 
 
What is the difference between starting a service and enabling a service? Starting runs the service now; enabling makes it start automatically at boot. 
 
 
Can a service be stopped and started by issuing just one command? 
Yes. sudo systemctl restart servicename 
 
User and Group Management View /etc/passwd: less /etc/passwd 
Search for a user in /etc/passwd: 
grep "ops245_1" /etc/passwd Start an interactive root shell: 
sudo -i 
Create user using defaults: 
useradd ops245_1 Check home directories: 
ls -l /home 
Create user with home directory, full name, and bash shell: useradd -m -c "OPS245 Account 2" -s "/usr/bin/bash" ops245_2 Search all OPS245 users in /etc/passwd: 
grep "ops245" /etc/passwd Edit default useradd settings: 
vi /etc/default/useradd 
Default shell value to set in /etc/default/useradd: 
SHELL=/usr/bin/bash 
Create user with home directory and full name after changing default shell: useradd -m -c "OPS245 Account 3" ops245_3 View /etc/shadow: less /etc/shadow 
Set password for ops245 users: 
passwd ops245_1 passwd ops245_2 
Modify user comment and shell: usermod -c "OPS245 Account 1" -s "/usr/bin/bash" ops245_1 Create missing home directory manually: 
mkdir /home/ops245_1 
Change owner and group of home directory: chown ops245_1:ops245_1 /home/ops245_1 Set private permissions on OPS245 home directories: chmod 700 /home/ops245* 
List hidden files inside a home directory: ls -la /home/ops245_2 
List /etc/skel including hidden files: ls -la /etc/skel 
Create a template file in /etc/skel: 
echo "this is a test file" > /etc/skel/foobar.txt 
Create ops245_4 with home directory and bash shell: 
useradd -m -s "/usr/bin/bash" ops245_4 
 
Remove user and home directory: 
userdel -r ops245_1 
Remove user but keep home directory: 
userdel ops245_4 
List /home with numeric ownership: 
ls -ln /home 
Lock user password: usermod -L ops245_2 Unlock user password: usermod -U ops245_2 Expire user account immediately: 
usermod -e 1 ops245_2 Unexpire user account: usermod -e -1 ops245_2 Expire account on a specific date: usermod -e 2028-12-31 ops245_2 Show current user’s groups: groups Create a file: 
touch information.txt List file details: ls -l information.txt 
List details with numeric UID and GID: 
ls -ln 
Create group welcome: sudo groupadd welcome Show recent groups: tail -5 /etc/group Show recent users: tail -5 /etc/passwd Change group GID: 
sudo groupmod -g 1500 welcome 
Add ops245_2 to welcome group as supplementary group: 
sudo usermod -aG welcome ops245_2 
Add ops245_3 to welcome group as supplementary group: 
sudo usermod -aG welcome ops245_3 Change group ownership of a file: 
sudo chgrp welcome ~ops245_2/information.txt List another user’s file details: sudo ls -l ~ops245_2/information.txt 
What is the difference between -g and -G in usermod? 
-g sets the primary group; -G sets supplementary groups. Create noobie account with expiry date: sudo useradd -m -e YYYY-MM-DD noobie Set noobie password: sudo passwd noobie 
Add noobie to welcome group: 
sudo usermod -aG welcome noobie Set noobie full name: 
sudo usermod -c "Really Green" noobie Remove noobie but keep home directory: 
sudo userdel noobie 
 
Sudo Privileges 
Check username in /etc/passwd and /etc/group: 
grep "username" /etc/passwd /etc/group View sudoers file safely for reading: 
sudo less /etc/sudoers 
Check sudo activity in system journal: 
sudo journalctl | grep "sudo" Try restarting SSH as limited user: 
sudo systemctl restart ssh Create sudoers file for ops245_2: sudo vi /etc/sudoers.d/10-ops245_users Sudoers entry for ops245_2 to run systemctl: ops245_2 ALL=(ALL) /usr/bin/systemctl Create sudoers file for ops245_3 account management: 
sudo vi /etc/sudoers.d/11-acct_mgmt Sudoers entries for ops245_3: 
ops245_3 ALL=(ALL) /usr/sbin/useradd ops245_3 ALL=(ALL) /usr/sbin/usermod ops245_3 ALL=(ALL) /usr/sbin/userdel ops245_3 ALL=(ALL) /usr/sbin/groupadd ops245_3 ALL=(ALL) /usr/sbin/groupmod 
ops245_3 ALL=(ALL) /usr/sbin/groupdel 
 
Services and Targets 
Show first few running processes: 
ps -ef | head -4 
Check SSH service status: 
systemctl status ssh Stop SSH service: sudo systemctl stop ssh Disable SSH service: sudo systemctl disable ssh Start SSH service: sudo systemctl start ssh Enable SSH service: sudo systemctl enable ssh Show default boot target: systemctl get-default 
Change current target to text-based mode: sudo systemctl isolate multi-user.target 
Change current target to graphical mode: 
sudo systemctl isolate graphical.target Change default target to text-based mode: sudo systemctl set-default multi-user.target Change default target to graphical mode: sudo systemctl set-default graphical.target Reboot using systemctl target: sudo systemctl isolate reboot.target Shutdown using systemctl target: sudo systemctl isolate poweroff.target Switch to rescue mode: 
sudo systemctl isolate rescue.target 
What did you notice when switching to multi-user.target? 
The graphical screen disappears, and you need to switch to TTY1 to log in using text mode. 
Does systemctl isolate change the default boot target? 
No, it only changes the current target. 
 
Bash Scripting for User Creation Download user-create script: 
wget https://raw.githubusercontent.com/OPS245/debian-labs/main/user-create.bash Run user-create script with sudo to create test user: 
sudo ./user-create.bash Download user-data input file: 
wget https://raw.githubusercontent.com/OPS245/debian-labs/main/user-data.txt View user-data file: 
cat user-data.txt 
Create createUsers script: vi ~/bin/createUsers.bash 
Make createUsers script executable: chmod u+x ~/bin/createUsers.bash Run createUsers script with input file: sudo ./createUsers.bash -i user-data.txt 
What happens if createUsers script runs without an argument? 
It shows an error saying an argument is required and displays the usage message. 
What does getopts do in this script? 
It processes command options, such as -i input-path. 
What does the script use sed for? 
It temporarily changes spaces to + signs, then changes them back when creating full names. 
What does the script use cut for? 
It extracts fields from each colon-separated line. 
What does the script use md5sum for? 
It creates a random-looking password string from the current date output. 
What does the script create from user-data.txt? 
Multiple user accounts with usernames, full names, passwords, and email information. 
 
 For Midterm
 1. Restore a KVM Virtual Machine
To restore a VM from a backup XML configuration and disk image:
· Define the VM: virsh define /path/to/backup.xml
· Start the VM: virsh start <vm_name>
· (If restoring from a snapshot state): virsh snapshot-revert <vm_name> <snapshot_name>
2. Create a Sudo-Enabled User Account
To add a new user and grant them administrative privileges:
· Create the user: sudo useradd -m -s /bin/bash <username>
· Set the password: sudo passwd <username>
· Grant sudo access:
 sudo usermod -aG sudo <username>
3. Add an Update Alias
To create a permanent shortcut for updating the system, you appended an alias to your bash configuration file:
· Open file: nano ~/.bashrc
· Add line: alias update='sudo apt update && sudo apt upgrade -y' 
· 4. Install and Remove Software Packages
· Install: sudo apt install <package_name>
· Remove (keep configs): sudo apt remove <package_name>
· Purge (remove everything): sudo apt purge <package_name>
5. Compile and Install Software from Source Code
The classic three-step compilation process after extracting a .tar.gz source archive:
1. Configure environment: ./configure
2. Compile binaries: make
3. Install to system: sudo make install
6. Managing System Services and System Targets
Controlling background daemons and system states using systemctl:
· Start/Stop: sudo systemctl start <service> / sudo systemctl stop <service>
· Enable/Disable (Boot behavior): sudo systemctl enable <service> / sudo systemctl disable <service>
· Check Status: systemctl status <service>
· Change System Target (e.g., to text-only mode): sudo systemctl isolate multi-user.target
· Change Default Target: sudo systemctl set-default graphical.target
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